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Advance Network Monitoring



Drones and Critical Infrastructure

Understanding the DRONE Threat Space



Drones and Cyber Security

Drone as target

Critical law enforcement or data collection missions
using drones could be undermined by cyberattacks
on these platforms

Drone as Vector

Drones in the hands of adversaries could present
novel avenues for cyberattacks, with drones
themselves serving as “cyber weapons” intended to
deliver malicious content or kinetic impacts
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Our Focus

Drone as target

Critical law enforcement or data collection missions
using UAS could be undermined by cyberattacks on
these platforms

Drone as Vector

UAS in the hands of adversaries could present novel
avenues for cyberattacks, with UAS themselves
serving as “cyber weapons” intended to deliver
malicious content or kinetic impacts

Threat Vulnerability Attack



Drone-Related Attack Surfaces

• Sensors

• Navigation 

• Air Traffic Control

• Fault Handling

• Application Layer

• Physical Layer

• Link Layer

• Network Layer

• AI



Sensors (+ Navigational Sensors)

• Drones are data-driven systems

• Sensors: Eyes and Ears of the pilot

• Example of Sensors

• Spoofing/Tempering: Exploiting the limitation of sensors

• Manipulation of visual inputs

• Manipulation of EM in sensors

• Manipulation of auditory/physical inputs

• Jamming:

• Saturation of sensory limits (e.g. laser light on Camera CCDs)

• EM disruption



GPS Jamming and Spoofing

• Global Navigation Satellite System (GNSS) 

• constellation of satellites transmit position and timing data to receivers

Jamming Spoofing/Tempering



GPS Jamming and Spoofing

• Global Navigation Satellite System (GNSS) 

• constellation of satellites transmit position and timing data to receivers

Jamming 

To simplify, jamming causes the receiver to die, spoofing 
causes the receiver to lie

Spoofing/Tempering
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• GNSS signals have low power

• Jammed by masking the satellite signal with noise 

on GNSS Frequencies
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GPS Jamming and Spoofing

• Global Navigation Satellite System (GNSS) 

• constellation of satellites transmit position and timing data to receivers

Spoofing• Spoofing

• Provision of GNSS-like signals, transmitted locally

and coded to fool the receiver to think it is

somewhere it is not.

• Begins by broadcasting signals synchronised with

the genuine signals. The power of the counterfeit

signals is then gradually increased so that the

victim's GNSS receiver tracks the false signals

which can then be manipulated to report a

different location to the genuine signals
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• Type of spoofing where GNSS signals are re-

transmitted

• Requires simpler equipment than that required for

a spoofing attack
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Fault Handling

• Induction of fail-safe mechanism

• Hover (make kinetic attacks and capture easier)

• Return to base (combined with navigation attacks may lead to capture)

• Land (=capture)

• Self-destruct 



Physical Attack

• Adaptive Radios: Manipulation of environmental parameters (spectrum sensing)

• Manipulation of anti-jamming solutions such as direction of arrival estimation in 

Beamnulling

• Exploiting of antenna pattern and orientation 

(TCAS Attack) 



Link Layer and Network Layer

• Traffic Analysis

• Topological Attacks on multi-UAV

• Routing Attacks (Black Holes) 1

2

3
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Artificial Intelligence



Flip Side

Can we use the exploits in meaningful way?

ANTI-DRONE technology



Solutions

Israel Way



Solutions

American Way

3 Billion Dollars



Solutions

French Way



Solutions

Pakistani Way

Bullets < 1$



Thanks a lot

If you are taking a Nap, wake up........Lecture Over


