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Background: Network and Security




What is Computer Network?




N Types of Network

Body Area Network




Types of Network

Local Area Network
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N Types of Network

Metropolitan Area Network




N Types of Network




Network Topology

W

Bus Topology




Network Topology

Ring Topology
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N Network Topology

Star Topology
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N Network Topology

1,

Extended Star Topology
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N Network Topology

W

Mesh Topology




N OSI| Model

7. Application

e End User layer
e HTTP, FTP, IRC, SSH, DNS

To Allow Access to Network resources
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NI 0sI Model

7. Application

6. Presentation

e End User layer
o HTTP, FTPR, IRC, S5H, DN5S

e Syntax layer

e SSL, SSH, IMAP, FTP, MPEG, JPEG

To translate encrypt and compress data
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NI 0sI Model

End User layer
e HTTP, FTP, IRC, SSH, DNS

7. Application

Syntax layer

SSL, SSH, IMAP, FTP, MPEG, JPEG

Synch & send to port

To establish, manage and terminate sessions

API's, Sockets, WinSock
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NI 0sI Model

= : : e End User layer
.. . Application e HTTP, FTP, IRC, SSH, DNS

e Syntax layer
e SSL, SSH, IMAP, FTP, MPEG, JPEG

e Synch & send to port
e APl's, Sockets, WinSock

e End-to-end connections

Sl Reliable process-to-process message delivery
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NI 0sI Model

N : e End User layer
.. - Application e HTTP, FTP, IRC, SSH, DNS

e Syntax layer
e SSL, SSH, IMAP, FTP, MPEG, JPEG

e Synch & send to port
e API's, Sockets, WinSock

e End-to-end connections
e TCP, UDP

e Packets

Packet transport and internetworking
e [P, ICMP, IPSec, IGMP
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NI 0sI Model

= . e End User layer
.. . APPpP Ication e HTTP, FTP, IRC, SSH, DNS

e Syntax layer
e SSL, SS5H, IMAP, FTP, MPEG, JPEG

e Synch & send to port
e API's, Sockets, WinSock

e End-to-end connections
e TCP, UDP

e Packets
e |P, ICMP, IPSec, IGMP

e Frames

é_" 2. Data Link e Ethernet, PPP, Switch, Bridge B|tS'>frameS, hOp-tO-hOp dellvery
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NI 0sI Model

7. Application

End User layer
HTTP, FTP, IRC, SSH, DNS

Syntax layer
SSL, SSH, IMAP, FTP, MPEG, JPEG

Synch & send to port
APl’s, Sockets, WinSock

End-to-end connections
TCP, UDP

Packets
IP, ICMP, IPSec, IGMP

Frames
Ethernet, PPP, Switch, Bridge

Physical structure

Coax, Fiber, Wireless, Hubs, Repeaters

Transmits bits over physical medium
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OSI Layer

B

Intermediate node Intermediate node -

i
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OSI Layer

B

Intermediate node Intermediate node -

i

7| Application J( _ Feerto-peerpretacol (7th layen_ -»  Application J 7
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OSI Layer

B

Intermediate node Intermediate node -

al_ *
7| Application _ Feerto-peerpretacol (7th layen_ -»  Application 7
7-6 interface 7-6 interface

6| Presentation

Peer-to-peer pretocol (6th layer)
I(-------F' ----------- y—---)- Presentation Iﬁ

23



OSI Layer

B

Intermediate node Intermediate node -

7| Application _ Feerto-peerpretacol (7th layen_ -»  Application 7

7-6 interface 7-6 interface
---------------------- »| Presentation Iﬁ

Presentation

6-5 interface 6-5 interface

5 Session Moo oo oo oo oL __ » Session I 5
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OSI Layer

Intermediate node Intermediate node

? ®

B

i

Application

7-6 interface

Presentation I(

6-5 interface

Session

5-4 interface

Transport

Peer-to-peer pretocol (7th layer)

Application

7-6 interface

Peer-to-peer pretocol (6th layer)

Presentation

6-5 interface

Session

5-4 interface

Transport
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OSI Layer

B

Intermediate node Intermediate node -

- =
7| Application _ Feerto-peerpretacol (7th layen_ -»  Application 7
7-6 interface 7-6 interface
6| Presentation I( _ _Peer-to-peer pretocol (6th layer) )| Presentation I 6
6-5 interface 6-5 interface
5 Session k __Peerto-peer pretocol [5th layer)_ > Session I 5
5-4 interface 5-4 interface
4 Transport I* _ _Peerto-peer pretocol (4th layer) -)l Transport I 4
4-3 interface 4-3interface
3 Network If'“_’,, I T al: e Pk { Network I 3
3-2 interface 3-2 interface
2 Data link I}nﬁl.. Data link 3.".'?1,.. Data link .;2.':'.?.. Data link |2
2-1 interface 2-1 interface
1 Physical F.s.':;.. Physical 41—%- Physical LN Physical I 1

| | | | y
Physical communication



N OSI| Model vs TCP/IP model

7. Application

End User layer
HTTP, FTP, IRC, SSH, DNS

Syntax layer
SSL, SSH, IMAP, FTP, MPEG, JPEG

Synch & send to port
APl’s, Sockets, WinSock

End-to-end connections
TCP, UDP

Packets
IP, ICMP, IPSec, IGMP

Frames
Ethernet, PPP, Switch, Bridge

Physical structure

Coax, Fiber, Wireless, Hubs, Repeaters

End User layer
HTTP, FTP, IRC, SSH, DNS

Syntax layer
SSL, SSH, IMAP, FTP, MPEG, JPEG

Synch & send to port
API’s, Sockets, WinSock

End-to-end connections
TCP, UDP

Packets
IP, ICMP, IPSec, IGMP

Frames
Ethernet, PPP, Switch, Bridge

Physical structure
Coax, Fiber, Wireless, Hubs, Repeaters
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N OSI| Model vs TCP/IP model

7. Application

End User layer
HTTP, FTP, IRC, SSH, DNS

Syntax layer
SSL, SSH, IMAP, FTP, MPEG, JPEG

Synch & send to port
APl’s, Sockets, WinSock

End-to-end connections
TCP, UDP

Packets
IP, ICMP, IPSec, IGMP

Frames
Ethernet, PPP, Switch, Bridge

Physical structure

Coax, Fiber, Wireless, Hubs, Repeaters

7. Application

End User layer
HTTP, FTP, IRC, SSH, DNS

Syntax layer
SSL, SSH, IMAP, FTP, MPEG, JPEG

Synch & send to port
API’s, Sockets, WinSock

End-to-end connections

TCP, UDP

Packets
IP, ICMP, IPSec, IGMP

Frames

Ethernet, PPP, Switch, Bridge

Physical structure
Coax, Fiber, Wireless, Hubs, Repeaters
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TCP vs UDP
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Now comes Security




Defining Security

"Cybersecurity is the practice of protecting systems, networks,

and programs from digital attacks. These cyberattacks are
usually aimed at accessing, changing, or destroying sensitive

information; extorting money from users; or interrupting normal
"

Processes.

CISCO
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Three Goals of Security

« Encryption

« Access Control

« User Authentication / identification
Physical security

« Physical protection from
attacks and nature

« Protection from Cyber Attacks

« Redundancy of storage, servers,

etc.

« Backups

« Checksums

« Error correcting codes

* Message authentication and
digital signatures

AVAILABILITY

INTEGRITY
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Other Security Concepts

A method for verifyin Guarantee that the system
that policies and s provides the properties it
permissions are Authenticity Assurance has been trusted to
genuine provide

A.A.AA

Actions of an entity are

Certain records or Anonymity Accountability traceable

actions cannot be
attributed to a
particular individual.
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Threats and Attacks

Eavesdropping

Alteration

M) — ] M|
Communication -
channel Recipient

Denial of Service % % %‘

| .:‘.‘\_*




Threats and Attacks

Masquerading

Repudiation

Correlation and
Traceback

’Y e

&)

‘@ ®
from: Eve
to: Bob




N Ten Principals of Security

Compromise
recording
Psychological
acceptability 4

Least
privilege
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N Ten Principals of Security
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N Ten Principals of Security

Compromise
recording

Psychological
acceptability

Least
privilege
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Ten Principals of Security
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N Ten Principals of Security

recirding
Psychological
acceptability
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N Ten Principals of Security

Compromise
recording

Psychological
acceptability

Least
privilege
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Ten Principals of Security




N Ten Principals of Security

Compromise
recording

Psychological
acceptability

Least
privilege
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Ten Principals of Security




N Ten Principals of Security

Compromise
recording

Psychological
acceptability

Least
privilege
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Ten Principals of Security

'3 o
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N Ten Principals of Security

Compromise
recording

Psychological
acceptability

=3

Least
privilege
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Ten Principals of Security

ADMIN

48



N Ten Principals of Security

Compromise
recording

Psychological
acceptability

Least
privilege
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N Ten Principals of Security

L
9)

o o 4 = =010

Music Receipts Scripts Photos Taxes CPS




N Ten Principals of Security

Compromise
recording
Psychological

Least
privilege

51



Ten Principals of Security
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N Ten Principals of Security

Compromise
recording

Psychological
acceptability
Least
privilege
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N Ten Principals of Security




N Ten Principals of Security

Compromise
recording

Psychological

acceptability ,|/=
b Least
privilege
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Ten Principals of Security




N Cryptographic Concepts

Sender

Communication
channel

Recipient
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Cryptographic Concepts

I B
Communication .
Sender channel Recipient

~
X2

Attacker
(eavesdropping)
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Cryptographic Concepts

Sender

Communication
channel

Cipher Text B d

Attacker
(eavesdropping)

Recipient
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Ceaser Cypher

A[B|CID|E[F

A|B|C|DIE|F




Symmetric Cryptosystem

Sender

L
1

Identical Keys

Communication
channel

Cipher Text B4

Attacker
(eavesdropping)

Recipient

Identical Keys
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N Symmetric Cryptosystem
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Asymmetric Cryptosystem (Public Key Cryptosystem)

Communication
Sender channel

Cipher Text L4

Recipient

Private
Key of Bob

Public Key
of Bob

1
_________:ij___
_____;______

Attacker
(eavesdropping)
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Thanks a lot

Lecture Over




